SECTION 1. GENERAL

1. Introduction. The United States (U. S.) Commmications Security (COMSEC)
effort is controlled and managed under a separate set of security standards
and procedures f ran those which apply to other classified information. The
reasons for this are that COMSEC techniques and materials are targets con-
tinually sought by hostile intelligence services and because the |oss of US.
COMSEC information and materials can seriously damage the national interest.
There is also a significant body of information indicating that TOP SECRET
keying material is a high priority target for exploitation by hostile
intelligence services and, therefore, it must be af f orded special attention.
The procedures relative to TOP SECRET keying material contained in this
Suppl ement do not apply to Nuclear Cammand and Control COMSEC material which
I s controlled in accordance with JCS PUB 13, nor to key locally generated for
immediate use, but they do apply to locally generated key which is held in
physical or electronic formfor future use. This Supplement establishes
security requirements consistent with national policy established to protect
US. communications as it applies to the private sector.

a. Department of Defense (DoD) COMSEC inf ormation is nade available to con-
tractors and their subcontractors under one or nore of the following conditi ons:

(1) When electrical transm ssion of classified or sensitive
uncl assified national defense inf ormat ion anong contractors, or between
contractors and the Government, is required.

(2) Wen research, development, production or testing of COMSEC
equipment or of commnications equipment interfacing with COMSEC equipment is
bei ng undertaken on behal f of the Governnent.

(3) When the contractor is required to install, maintain or operate
account abl e COMSEC equipment i n support-of U. S. Govermment contracts.

b. The Deputy Director for Information Security, National Security
Agency (NSA) , his designated representative, or the Secretary or Head of the
User Agency, or his designated representative, may establish additional
physi cal safequards for the protection of classified COMSEC i nformation
because of the nature of the itemor the conditions under which it is to be
produced or used. Such additional requirements shall be nmade applicable by
incorporate ion in the contract or through appropriate notification f ram the
contracting off icer and shall be incorporated into the DoD Contract Security
Classification Specification (DD Form 254)

c. Of icial instructions for the operation and installation of crypto-
systens provided by the goverrment or acquired by the contractor are not included
in this supplement. They will be furnished separately to the contractor.

d. To help contractors and governnent personnel sinplify their search
for appropriate information systens security, the National Security Agency
publ i shes The Information Systens Security Products and Services Catalogue
quarterly. It is available by subscription f rom the U S. Governnment Printing
Of ice. This document contains separate lists of five different categories
of NSA-endorsed or -evaluated information systens security products and services.
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e. The contractor shall include procedures in or prepare a supplenent
to his Standard Practice Procedures (SPP), required by paragraph 5s, TSM to
cover COMSEC requirenents.

2. PURPOSE. The purpose of this Supplenent is to establish policies,
procedures and responsibilities for the control of COMSEC material furnished
to, generated or acquired by U 'S. industry. This Supplenment covers the
saf eguarding controls for classified and unclassified COVSEC material and
equi pment resident at cleared industrial facilities.

3. SCOPE. This Supplement serves as the single authoritative source for
cleared industrial facilities engaged in the devel opment, production,
testing, or operational use of COMSEC material in support of U S. Governnent
contracts.

4. DEFI NI TI ONS. For the purpose of this Supplenent, the follow ng
definitions apply:

a. ACCESS : The ability and opportunity to obtain know edge of
classified or sensitive information, equipnent, or other materials; or the
ability and opportunity to have unrestricted use, handling, or physical
control thereof. The particular requirements for access to different
categories of COMSEC materials vary, and are detailed in this supplenent and
ot her official docunents.

b. ACCOUNTING LEGEND CODE (AL): A numeric code used to indicate the
m ni mum accounting controls required for COVSEC materi al . (May also be
abbrevi ated ALC.)

c. ACCOUNTI NG NUMBER: A nunber assigned to an individual item of
COVSEC material to facilitate its handling and accounting (may al so be called
regi ster nunber or serial nunber).

d.  AC: See Accounting Legend Code.

e. ALTERNATE COVSEC CUSTODI AN:  The individual designated by proper
authority to performthe duties of the COVSBEC Custodian during the tenporary
absence of the COVSEC Cust odi an.

f. APPROVED CCI COWERCI AL CARRIER: A commercial carrier certified by
the Mlitary Traffic Managenent Conmand (|IITMC) or the General Services
Admini stration (GSA) as providing “Constant Surveillance Service (CSS)".

g. ATTENDED: Under continuous positive control of contractor personnel
aut hori zed for access or use.

h.  AUTHENTI CATION : A security measure designed to protect a
comuni cati ons system agai nst acceptance of fraudulent transm ssions or
sinulation by establishing the validity of a transm ssion, nessage,
originator, or a neans of verifying an individual’'s eligibility to receive
specific categories of information.




. AUTHORI ZED COVPANY COURIER A duly authorized and trustworthy
i ndi vi dual who has been officially designated to transport/carry COMSEC
information and, if the material is classified, is cleared to the level of
the material being transported.

j. AUTHORI ZED VENDOR PROGRAM A programin which a vendor producing a
secure tel ecomunications or COMSEC product under contract to NSA is
aut hori zed by NSA to produce that product in nunbers exceeding the contracted
require- ments for direct marketing and sale to eligible buyers under
conditions set forth in a Menorandum of Understandi ng between NSA and the
produci ng vendor.

NOTE . Eligible buyers are typically Governnent organizations or Governnent
contractors. Products authorized for marketing and sale are placed on the
Endorsed Cryptographic Products List.

k. AUTOVATED | NFORMATI ON SYSTEM SECURI TY:  The totality of security
saf eguards used to provide a defined |evel of protection to an autonated
i nformation system and data handled by it.

1. BINDING The process of associating a specific comunications
termnal with a specific key.

m CA  See Controlling Authority.
n. CALL KEY: See Per Call Key.

0o CANISTER A type of protective packaging for key in punched or
printed tape form

p. CAP: See Contractor Acquired Property.
q. CCEP: See Commercial COVBEC Endorsenent Program
r. CI:. See Controlled Cryptographic Item

s. CENTRAL OFFICE OF RECORD (COR): A central office which keeps
records of all COMSEC material received by or generated within elenents
subject to its oversight.

NOTE : Usually within a Governnent departnent or agency, its duties include
establ i shing and cl osi ng COVSEC accounts, nmintaining records of COMSEC
Cust odi an and Alternate COVSEC Custodi an appoi ntnments, perform ng COMSEC

i nventories, and responding to queries concerning account managenent.

t.  CERTIFI CATION OF ACTION STATEMENT: A statenent attached to the
Report of a COVBEC audit by which a COVBEC Custodian certifies that all
actions have been conpl et ed.




u.  CERTIFIED INSTALLATION:  An installation that has been determ ned by
the governnent to neet m ni num applicabl e physical and technical security
requi rements for the installation of COVMSEC equi pnent .

V. CIK: See Crypto-lgnition Key.

w. CLEARED COURIER A duly authorized, cleared (to the level of the
i nformation being transported), and trustworthy person who has been
officially designated to transport classified information.

X. CO. See Contracting Oficer

y. COGNIZANT SECURITY OFFICE:  The Defense Investigative Service
Director of Industrial Security having industrial security jurisdiction over
t he geographical area in which a facility is |ocated.

z. COMMVERCI AL COMSEC ENDORSEMENT PROGRAM (CCEP): A program in which
crypt ographi ¢ subsystens and tel ecommuni cati ons equi pnent using enbedded
crypt ography are devel oped, produced, and marketed in accordance wth fornal
agreements between individual comrercial vendors and the National Security
Agency.

NOTE : Formal agreenments are in the form of Menoranda of Understandi ng (MOU)
and nore conprehensi ve Menoranda of Agreenent (MOA) between NSA and the
commerci al vendors. Products proposed for the CCEP nust satisfy a number of
requi rements. The product nust be of direct and obvious benefit in nmeeting
national security objectives. The conpany nust not be foreign owned,
controlled or influenced, as evidenced by conpletion and satisfactory

eval uation of Certificate Pertaining to Foreign Interest (DD Form 441S). It
must obtain a facility clearance and be able to neet NSA product assurance
survey requirements. After the product is satisfactorily evaluated, it is
endorsed by NSA, placed on the Endorsed Cryptographic Products List, and
becomes avail able-for direct marketing and sale to eligible buyers.

aa. COWON FILL DEVICE (CFD): Any one of a famly of devices devel oped
to read in, transfer, or store key (e.g., KOI-18, KYK-13).

ab.  COVWUNI CATI ONS SECURI TY (COMSEC): Measures taken to deny
unaut hori zed persons information derived fromtel ecommuni cations of the U S
Gover nnent concerning national security, and to ensure the authenticity of
such tel ecomuni cati ons.

NOTE :  COMBEC i ncl udes cryptosecurity, em Ssion security, transm ssion
security, and physical security of COMSEC material and information. See also
Tel ecommuni cations and Automated | nformati on Systens Security.

ac. COVPROM SE: a. (General) The disclosure of classified data to
persons not authorized to receive that data.

b. (Automated Information Systens) A violation of the security
policy of a system such that an unauthorized disclosure, nodification, or

destruction of sensitive information may have occurred.
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ad. COMPUTER SECURI TY (COMPUSEC) : See Autonmted Information System
Security.

ae. COMSEC . The abbreviation for Conmmunications Security.

af. COMSEC ACCOUNT: An administrative entity identified by an account
nunber, responsible for maintaining custody and control of COMSEC material.
(See also Primary Account and Subaccount.)

ag. COMSEC ACCOUNT AUDIT: The periodic exam nation, announced or
unannounced, of COMSEC accounts by the appropriate COR

ah. COMSEC ACCOUNTI NG  Procedures which docunent the control of COMSEC
material fromits origin through destruction or other final disposition.

al. COWSEC AIDS: Al COMSEC material, other than equi pnents or devices,
whi ch assists in securing telecomunications and is required in the

production, operation, and mai ntenance of COMSEC systens and their
conponents.  Sonme exanples are: COMSEC keying material and supporting

docunent ati on, such as operating and mai nt enance manual s.

g . COVSEC CONTRACTOR. A contractor authorized by contract with the
U S. governnent to produce COMSEC material .

ak. COMSEC CUSTODI AN.  The individual designated by proper authority to
be responsible for the receipt, transfer, accountability, safeguarding, and
destruction of COMSEC material assigned to a COMSEC account. This applies to
both primary accounts and subaccounts.

al.  COMSEC EQUI PMENT:  Equi pment designed to provide security to
t el econmuni cations by converting information to a formunintelligible to an
unaut hori zed interceptor, and by reconverting such information to its
original form for authorized recipients, and equi pnment designed specifically
to aid in, or as an essential elenent of, the conversion process. COMSEC
equi pment i ncl udes crypto-equiprnent, crypto-ancillary equi pnent> and
aut henti cation equi pnent.

am  COMSEC FACILITY. A facility which contains classified COMSEC
mat eri al .

an. COMSEC INSECURITY: Any occurrence which jeopardi zes the security of
COMSEC material or the secure electrical transm ssion of classified or
sensitive governnent information.

ao. COVBEC | NVENTORY RECONCI LI ATION REPORT: A certificate issued by the
COR that conpares the sem annual inventory of a COMSEC account with the COR's
records and identifies any discrepancies noted.

ap. COMSEC MATERI AL: COMSEC aids and hardware which have the purpose to
secure telecomunications or to ensure authenticity of such conmunications.

NOTE ©  COMSEC material includes, but is not |imted to, COMSEC key, CCIL,
i tems which enbody or describe COVSEC | ogic, and other itens which perform
COMSEC functi ons.

5



ag. COMSEC MATERI AL CONTROL SYSTEM (CMCS): A | ogistics system through
whi ch COMSEC material marked “CRYPTO" and ot her COMSEC material is
distributed, controlled, and safeguarded.

NOTE : The CMCS consists of all COVMBEC Central Ofices of Record (CORs),
cryptologistic depots, and COMGEC accounts and sub-accounts.

ar. COMSEC MEASURES. All COMSEC techniques used to secure
t el ecommuni cati ons or COMSEC material.

as. COMSEC REQ STER FILE: An accounting file containing a record of
each COVBEC item accountable by a contractor.

at. - COMSEC SUPPORT SERVI CES: See Contractor COMSEC Support Services.

au. COMSEC SUPPCRT SYSTEM  The docunentation, doctrine, keying

material, protection, equipnent engineering, production, distribution,
nmodi fication and mai ntenance of COMSEC materi al .

av. COMSEC SYSTEM  The conbination of all mneasures intended to provide
conmuni cations security for specific tel ecomunications systens, including
associ ated cryptographic, transm ssion, em ssion, conputer and physi cal
security neasures, as well as the COMSEC support system

aw. COMSEC VENDOR: A contractor authorized to produce and sell COMSEC
equi pnent .

ax. CONFI GURATI ON CONTROL: The requirenent for proper authority to be
granted before a nodification can be nade to systenis hardware, firmare,
software, or docunmentation, so that the systemis protected against the

i ntroduction of inproper nodification prior to, during, and after systens
| npl ement ati on.

ay. CONTINGENCY KEY. Keying material held for use on a cryptonet under
specific operational conditions or in support of specific contingency plans.

az. CONTRACTI NG OFFI CER (CO: Any governnment official who in accordance
w th departnmental or agency procedures is currently designated as a
contracting officer wwth the authority to enter into and adm nister contracts

and make determ nations and findings with respect thereto or any part of such
authority.

ba. CONTRACTOR- ACQUI RED PROPERTY (CAP): Property acquired by or

ot herwi se provided to a contractor for performance under a contract and to
whi ch the Governnent has title.

bb .  CONTRACTOR COVBEC SUPPORT SERVICES:.  Services provided at the
contractor |evel including installation, naintenance, keying, etc.

bc. CONTRACTOR- OMNED EQUI PMENT:  See Pl ant Equi prent.




bd. CONTROLLED CRYPTOGRAPHIC | TEM (CCI): A secure teleconmunications or
i nformation handling equi pnent, or associated cryptographi c conponent or
ancillary device which is unclassified when unkeyed (or when keyed with
uncl assified key) but controlled. Equipnents and conponents so desi gnated
shal | bear the designator “Controlled Cryptographic Itenf or "CCI".

NOTE :  Certain non-cryptographic hardware itens which performcritical COVSEC
functions are also designated "CCI." CCIS may be procured only by governnent
entities and government contractors.

be. CONTROLLED SPACE: An area to which access is physically controll ed.

bf . CONTROLLI NG AUTHORITY (CA): The designated official responsible for
directing the operation of a cryptonet.

bg. COR. See Central Ofice of Record

bh.  CRYPTO: A marking or designator identifying all COMSEC keying
material used to secure or authenticate telecomunications carrying
classified or sensitive but unclassified government or government-derived
information, the |oss of which could adversely affect the national security
i nterest.

bi. CRYPTO ANCI LLARY EQUI PMENT:  Equi pment designed specifically to
facilitate efficient or reliable operation of crypto-equipment, but which
does not itself performcryptographic functions.

by . CRYPTO EQUI PMENT:  Equi pnment which enbodies a cryptographic | ogic.

bk. CRYPTOGRAPHI C COVPONENT: The hardware or firmnare enbodi nent of the
cryptographic logic in a secure tel ecomunications or automated information
processing system A cryptographic conponent may be a nodul ar assenbly, a
printed wiring assenbly (PWA), a mcrocircuit, or a conbination of these
| tens.

bl. CRYPTOGRAPHY : The principles, nmeans, and nethods for rendering
plain information unintelligible to the uninitiated and for restoring
encrypted information to intelligible form

bm  CRYPTO I GNI TI ON KEY (CIK): A key storage device that nust be
pl ugged into a COMSEC equi pnment to enabl e secure commruni cations.

bn. CRYPTOMATERIAL : Al material, including documents, devices, or
equi pnment that contains cryptographic information and is essential to the
encryption, decryption, or authentication of teleconmunications.

bo. CRYPTONET: The stations holding a specific short title of
operational or contingency key who can comunicate with one anot her.

bp. CRYPTONET COVPARTMENTATION: Limiting cryptonet size as a neans of
controlling the volume of traffic protected by that key or limting the
di stribution of key to specific user communities.
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bg. CRYPTOPERIOD: The tine span during which each key setting for a
cryptoperiod remains in effect.

br.  CRYPTOSECURITY : The security or protection resulting fromthe
proper use of technically sound cryptosystems.

bs. CRYPTOSYSTEM: The associated items of COVBEC naterial used as a
unit to provide a single neans of encryption or decryption.

bt . CSO. See Cognizant Security Office.
bu. DCS: See Defense Courier Service.

bv. DCS FORM 1: The receipt for material shipped via DCS.

bw. DCS FORM 10: The Defense Courier Authorization Record which
aut hori zes contractor personnel to receipt for DCS shipped nmaterial.

NOTE : ARFCOS Forns 1 and 10 may be used until exhaust ed.

bx . DD250: Material Inspection and Receiving Report.

by. DECRYPTION. A generic term enconpassing decoding and deci phering.

bz. DEFENSE COURI ER SERVI CE (DCS): Fornerly ARMED FORCES COURI ER
SERVICE. The Defense Courier Service was established by Departnment of
Defense Directive 5200. 33, dated Septenber 30, 1987. The DCS is a joint
mlitary courier organization under the cogni zance of the Conmander in Chief,
Mlitary Airlift Command (CINCMAC). The DCS is authorized to transport all
types and classifications of Government materials, including classified
crypt ographi ¢ equi pnent, and keying nmaterials designated CRYPTO.

ca. DEPOT MAI NTENANCE: See Full Mi ntenance

cb .  DESTRUCTI ON REPORT: Docunentation on an SF153 of the physical or
el ectronic destruction of COVSEC naterial by NSA-authorized neans.

cc. DIRECT SHI PMENT:  Shiprment of COVBEC material directly from NSA to
usi ng COVBEC accounts.

cd. DIRNSA: The Director, National Security Agency. Oten used as a
generalized address for official correspondence with the National Security

Agency.
ce. DIS: Defense Investigative Service.

cf. DROP ACCOUNTABILITY: A procedure under which a COVSEC account
initially receipts for COWEC material, and then provides no further
accounting for it to its Central Ofice of Record (COR). AL-4 itens are drop
account abl e,

Cg.  ELEMENT : A subdivision of COVSBEC equi pnent, or an assenbly or
sub-assenbly whi ch normally consists of a single piece or group of
repl aceable parts. An elenent is a renovable itemnecessary to the operation
of an equi pment, but does not necessarily perform a conplete function in
itself.
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ch.  EMBEDDED CRYPTOGRAPHY: Cryptography incorporated within an
equi pment or system whose basic function is not cryptographic.

ci. EMSSION SECURITY: The protection resulting fromall neasures taken
to deny unauthorized persons information of value which mght be derived from
i ntercept and anal ysis of conprom sing emanations from crypto-equi pnent,
automated i nformation systens and tel econmuni cati ons systens.

¢cj. FAR: Federal Acquisition Regulation.

ck . FI LL DEVI CE; See Common Fill Device.

cl. FORMAL TRAINING  C assroom and | aboratory instruction conducted by
qualified instructors using an approved course of instruction and enploying a
met hod for determ ning whether the student neets established performance
requi renents for satisfactory conpletion. “On-the-job” training does not
meet the intent of this definition.

cm  FORTU TOQUS CONDUCTOR:  Continuous netallic objects (e.g., water
pi pes, heating/cooling ducts, ceiling grids, structural steel, etc.) capable
of serving as a conduction path for conprom sing emanations through the
control |l ed space boundary.

cn. FULL MAINTENANCE:  Conpl ete diagnostic repair, nodification, and
over haul of COMSEC equi pnent including repair of defective assenblies by
pi ece part replacenent.

co. GOVERNMENT CONTRACTOR TELECOVMMUNI CATI ONS:  Tel econmuni cati ons
bet ween or anobng government departnments or agencies and their contractors,
and tel ecommuni cations of, between or anong governnent contractors and their
subcontractors, which relate to Governnent business or perfornmance of a
CGover nment contract.

. Government FURNISHED ProPERTY (GFP): Property in the possession of,
or directly acquired by the Governnent, and subsequently nade available to a
contractor but to which the Governnent retains ownership. Governnent
Fur ni shed Equi prent (GFE) is included in this definition.

Cg. HAND RECEI PT: A document used to record |ocal or tenporary transfer
of COVBEC material froma COVBEC Custodian to a user and acceptance by the

user of the responsibility for the COVSEC materi al .

cr.  HARD-COPY KEY: Physical keying material such as printed key
cards/lists, punched key tapes, or programmuable, read-only nenories (PROVD).

Cs. HARD-WRED KEY: Key which is permanently installed in a COVWEC
equi pnent .

ct. IMTATIVE (COMMUNI CATI ONS) DECEPTION:  Introduction of deceptive
nmessages or signals into an adversary’'s tel ecommuni cations signals.




cu. | NDUSTRI AL TEMPEST PROGRAM A program established to support U S.
manuf acturers who w sh to produce TEMPEST-suppressed equi pnent to sell to the
U.S. Governnent. Qualified participants in the programare supplied
classified TEMPEST information. Resulting equipnent, if accredited, will be
listed in the U S. CGovernment Preferred Products List.

cv. | NFORMATI ON SYSTEMS SECURITY PRODUCTS AND SERVI CES CATALOGUE:
Publ i shed quarterly by the NSA Information Systens Security O ganization and
avai |l abl e by subscription fromthe U S CGovernment Printing Ofice (GPO, this
docunent contains five lists which were previously published separately: The
Endor sed Cryptographic Products List (ECPL), NSA Endorsed Data Encryption
Standard (DES) Products List, Protected Services List, Eval uated Products
List, and Preferred Products List.

Ov. INSECURITY: See Cryptographic Insecurity, Personnel Insecurity, and
Physi cal |nsecurity.

. | NVENTORY:. (a) The physical verification of the presence of each
i tem of COMSEC material charged to a COMSEC account. (b) Alisting of each
item of material charged to a COMSEC account.

O . INVENTORY REPORT: A report of itens of material that were
physically sighted in accordance with inventory procedure.

Cz. I RREGULARLY SUPERSEDED KEYI NG MATERI AL: Keying material used on an
“as-needed” basis, rather than during a specified period of tine.

da. ITP:  See Industrial TEMPEST Program
db. KDC. See Key Distribution Center

dc. KEY: Information (usually a sequence of random binary digits) used
to initially set up and to periodically change the operations perforned in a
crypto-equipment for the purpose of encrypting or decrypting electronic
signals, for determ ning electronic counterneasures (ECCM) patterns
(frequency hopping or spread spectrum, or for producing other keys.

dd . KEY DI STRI BUTI ON CENTER (KDC): A COMSEC facility that generates and
distributes key in electrical form

de. KEY ENCRYPTION KEY: A key that is used in the encryption and
decryption of other keys, for transm ssion (rekeying) or storage.

df. KEY LIST: A printed series of key settings for a specific
cryptonet.

dg. KEY MANAGEMENT: The process by which key is generated, stored,
protected, transferred, |oaded, and destroyed.

dh.  KEYED: The condition of containing key. In applications enploying
a CIK, the crypto-equi pnent is considered unkeyed when the CIK is renoved.

di. KEYING: Al keying-related changes to the crypto-equi prent, such as
inserting the Crypto-Ignition Key, loading el ectroni c key, and updating or

zeroizing key. )
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d . KEYING MATERIAL : A type of COMSEC aid which supplies encoding neans
for manual and automanual cryptosystens or key for machine cryptosystens.

dk . KEYI NG MATERI AL SUPPORT PLAN: A detailed description of the
operational needs of a proposed cryptonet including the structure, keying
mat eri al specifications, and distribution plan.

dl. KMSP: See Key Managenent Support Pl an.

dm L6061 . COMSEC Material Record Form which docunents facility
possession, |ocation, and current user of a specific equipnent or device.

dn.  LIMTED MNAINTENANCE: COMSEC nmi ntenance perfornmed by personnel who
are not authorized to know the details of the cryptoalgorithm. Linited
mai nt enance of a crypto-equi pnment normally involves disassenbly, trouble
i solation, and replacing faulty subassenblies (w thout sol dering).

do. LONG TITLE: The descriptive title of an item of COVGEC nateri al
(e.g., Ceneral Purpose Encryption Device).

dp . MAINTENANCE KEY: Key intended only for off-the-air, in-shop, use.
Mai nt enance key may not be used to protect classified or sensitive but
uncl assi fi ed governnment information.

dg. MASTER DI SPCSI TI ON RECORD:  An account naintai ned by the
contractor/vendor which item zes serial nunbers of equipnents or conponents
and shi pping information where applicable.

dr. MODIFICATION. Any change to the electrical, mechanical, or software
characteristics of a COMSEC equi pnent, assenbly, or device.

ds . MANDATORY MODI FI CATION. A change to a COMSEC end item whi ch NSA
requires to be conpleted and reported by a specified time conpliance date.

dt. NEGATIVE | NVENTORY: An annual pre-printed inventory sent to a
COMSEC account which does not currently hold COMSEC nateri al .

du.  NET MODE: A node of operation in which all net nenbers have the
same key.

dv. NET KEY: A key held in common by all nenbers of a given cryptonet.

dw. NET VARIABLE: See Net Key.

dx. NOLONE ZONE: An area, room or space to which no person may have
unacconpani ed access and whi ch, when manned, nust be occupied by two or nore
appropriately cleared individuals.

dy . OPERATIONAL KEY: Key intended for use on-the-air for protection of
operational information or for the production of secure electrical
transm ssion of key streans.

dz. PACE CHECK: Verification of the presence of each required page in a
publ i cation.
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ea. PDS: See Protected Distributed System

eb. PER CALL KEY : Akey which is generated on demand and distributed
electrically to secure an individual tinme period of comunication between or
anong users authorized that key. Per call key is a type of Traffic
Encryption Key (TEK).

ec. PERSONNEL | NSECURI TY: The capture, unauthorized absence, defection
or control by a hostile intelligence entity of an individual having know edge
of, or access to, classified or sensitive COMSEC i nformation or material .

ed. PERSONNEL SECURITY: The procedure established to ensure that all
personnel who have access to sensitive or classified information have the
required authority as well as appropriate clearance.

ee. PHYSI CAL SECURITY: The application of physical barriers and control
procedures to prevent unauthorized access to resources, information, or
mat eri al .

ef. PLANT EQUI PMENT: Contractor property of a capital nature (including
equi pment, machine tools, test equipnent, teleconmmunications security and
protection equipnent, furniture, vehicles, and accessory and auxiliary
items) .

eg. PPL: See Preferred Products List,

eh. PREFERRED PRODUCTS LIST: A list of comercially produced equi pnent
whi ch neets TEMPEST and ot her requirenents prescribed by the National
Security Agency. This list is contained in the Information Systems Security
Products and Services Catalogue.

ei. PROTECTED DI STRIBUTI ON SYSTEM (PDS): A wireline or fiber-optics
system whi ch includes adequate acoustic, electrical, electromgnetic, and
physi cal safeguards to permt its use for the transm ssion of classified
| nformati on.

ef . PROTECTI VE PACKAG NG  Packagi ng techni ques for keying materi al
whi ch di scourage penetration and/or which reveal that a penetration has

occurred, or which inhibit viewng or copying of keying material prior to the
time it is exposed for use.

ek. REGULARLY SUPERSEDED KEYI NG MATERI AL: Keying material which is
superseded on a regul ar established schedul e.

el. REINSTALLATION : The connection of previously installed equi pnent
whi ch has been noved to a new |location at a facility.

em REMOTE REKEYING  Secure electrical distribution of a key by radio
or wire/fiber optic |ine.

en. RESERVE KEYI NG MATERIAL: Key held to satisfy unplanned needs.
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eo. SELF-AUTHENTICATION : Inplicit authentication of all transm ssions
on a secure system (such as PDS) or cryptonet to a predeterm ned |evel.

ep. SENSITIVE BUT UNCLASSI FI ED | NFORVATION. I nformation, the
di scl osure, loss, msuse, alteration or destruction of which could adversely
affect national security or other Federal Governnent interests.

NOTE : National security interests are those unclassified matters that relate
to the national defense or the foreign relations of the U S Governnent.

Ot her government interests are those related, but not limted to the w de
range of governnent or governnent-derived econom ¢, human, financial,

i ndustrial, agricultural, technological, and |aw enforcenent information, as
well as the privacy or confidentiality of personal or comrercial proprietary
information provided to the U S. Governnent by its citizens. The heads of
Federal Governnent departnents and agencies are responsible for determ ning
what information is sensitive, but unclassified, and for providing systens
protection for such information when transmtted, processed or stored in or
on tel ecomuni cations and automated informati on systens.

eq. SUPERSESSI ON:  Schedul ed or unschedul ed repl acenment of a COMSEC aid
wth a different edition.

er. SYSTEM CERTI FI CATION:  The determ nation that physical and technical
security (especially TEMPEST) requirenents have been net.

es. TAMPERING  An unauthorized nodification which alters the proper
functioning of a cryptographic or automated information processing equi pnent
or systemin a manner which degrades the security it provides.

et. TEST KEY: Key intended for “on-the-air” testing of COVSEC equi pnent
or systens.

eu. TRAFFI C ENCRYPTI ON KEY: Key used to encrypt plain text or
superencrypt previously encrypted text and/or to decrypt cipher text.

ev. TRAINING KEY: Cryptographic key intended for use for on-the-air or
off-the-air training.

ew. TRANSFER OF ACCOUNTABI LITY: The process of transferring
accountability for COMSEC material fromthe COMSEC account of the shipping
organi zation to the COVSEC account of the receiving organization.

ex. TWD-PERSON |INTEGRITY: A system of storage and handling designed to
prohibit access to certain COVSEC keying material by requiring the presence
of at least two authorized persons, each capable of detecting incorrect or
unaut hori zed security procedures with respect to the task being perforned.
NOTE :  The concept of “Two-Person Integrity” (TPL) procedures differs from
“No- Lone Zone” procedures in that under TPl controls, two authorized persons
must directly participate in the handling and safeguarding of the keying
material (as in accessing storage containers, transportation, keying/rekeying
operations, and destruction). No-Lone Zone controls are less restrictive in
that the two authorized persons need only to be physically present in the
common area where the material is located. Two Person Control refers to
Nucl ear Command and Control COVSEC naterial while Two-Person Integrity refers
only to COMSEC keying material.
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ey. UNIQUE KEY: See Key Encryption Key.

ez. UNI QUE VAR ABLE: See Key Encryption Key.

fa. UNKEYED. Containing no key or containing key which has been
protected from unaut horized use by renoving the CIK

fb.  UPDATE : A cryptographic process which is performed to irreversibly
nmodi fy the key to protect back traffic.

fc. USER  An individual who is required to use COMSEC nmaterial in the
performance of his official duties and who is responsible for safeguarding
t hat COMSEC material .

fd . VENDOR: See COMSEC Vendor.

fe. VULNERABILITY : A weakness in a teleconmunications system autonated
information system or cryptographic system or system security procedures,
hardware design, internal controls, etc., which could be exploited to gain
unaut hori zed access to classified or sensitive information.

ff. WTNESS: An appropriately cleared (if applicable) and designated
i ndividual, other than the COMSEC Custodi an, who wi tnesses the inventory or
destruction of COMSEC material.

fg. ZEROIZE: To renove or elimnate the key froma crypto-equipment Of
fill device,

5. Subcontracti ng:

a. Cassified or sensitive unclassified COMSEC information shall not be
di sclosed to a potential subcontractor nor shall the contractor negotiate or
award a subcontract requiring the disclosure of such COMSEC information
W thout the prior witten approval of the government contracting officer.

b. Wen awardi ng subcontracts which will involve the fabrication of
classified or CCI COMSEC material, prine contractors shall require that
subcontractors devel op in-process accounting procedures and submt themto
the NSA COR through the prime contractor for approval. These procedures
shal | be devel oped in accordance wth the in-process accounting procedures
contained in this supplenment and shall be submtted to NSA for review a
m ni mum of 90 days prior to the start of fabrication of classified or CCI
material. Prime contractors shall require that subcontractors do not
commence fabrication of classified or CCI materials until the applicable
| n-process accounting procedure has been reviewed and approved by the NSA
COR. For classified subcontracts, prime contractors shall ensure that the
requi renments for in-process accounting are specified in the subcontractor’s
Contract Security Cassification Specification (DD Form 254). |f the
subcontract involves fabrication of an itemafter it has transitioned to CCI
and no classified information is provided to, or no classified test results
are generated by the subcontractor, then the in-process requirenents wll be
i ncluded in the appropriate contractual docunent.
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6. TEMPEST Count er measur es.

TEMPEST count erneasures are not addressed in this suppl enent.

7.  Foreign Bids and Proposals.

A contractor who is, or who has been, engaged in a COMSEC contract involving
information on behalf of a User Agency or contractor facility shall not enter
i nto discussion nor negotiate on matters involving COMSEC information with
representatives of other nations or with representatives of foreign
commercial firms, without prior witten approval fromthe User Agency or the
Deputy Director for Information Security, NSA
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